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Networking Security 

What are the different wireless network security methods? 

If you plan to have a wireless network, you should set it up so that only people you choose can access it. 
Here are a few options for wireless network security. 
 

Wi-Fi  
Protected  
Access  
(WPA) 

WPA encrypts information, and it also checks to make sure that the network 
security key has not been modified. WPA also authenticates users to help 
ensure that only authorized people can access the network.  
 
There are two types of WPA authentication: WPA and WPA2. WPA is 
designed to work with all wireless network adapters, but it might not work with 
older routers or access points. WPA2 is more secure than WPA, but it will not 
work with some older network adapters.  
 
WPA is designed to be used with an 802.1X authentication server, which 
distributes different keys to each user. This is referred to as WPA-Enterprise or 
WPA2-Enterprise. It can also be used in a pre-shared key (PSK) mode, where 
every user is given the same passphrase. This is referred to as WPA-Personal or 
WPA2-Personal. 
 

Wired  
Equivalent  
Privacy  
(WEP) 
 

WEP is an older network security method that is still available to support older 
devices, but it is no longer recommended. When you enable WEP, you set up a 
network security key. This key encrypts the information that one computer 
sends to another computer across your network. However, WEP security is 
relatively easy to crack. 
 

WARNING! 
We do not recommend using WEP.  WPA or WPA2 are more secure.  
If you try WPA or WPA2 and they don't work, we recommend that you 
upgrade your network adapter to one that works with WPA or WPA2. 
 

802.1X  
Authentication 

802.1X authentication can help enhance security for 802.11 wireless networks 
and wired Ethernet networks. 802.1X uses an authentication server to validate 
users and provide network access. On wireless networks, 802.1X can work with 
Wired Equivalent Privacy (WEP) or Wi-Fi Protected Access (WPA) keys. This 
type of authentication is typically used when connecting to a workplace 
network. 
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Set up a security key for a wireless network 

Personal information and files on your wireless network can sometimes be seen by people who pick up 
your network signal. This can lead to identity theft and other malicious acts. A network security key or 
passphrase can help protect your wireless network from this type of unauthorized access. 
 
The Set Up a Wireless Router or Access Point wizard will guide you through setting up a security key. 
 

1. Open Set Up a Wireless Router or Access Point by clicking the Start button, clicking Control 
Panel, clicking Network and Internet, and then clicking Network and Sharing Center.  

2. In the left pane, click Set up a connection or network. 
3. Then click Set up a wireless router or access point. 

 

Making your network more secure 

If you are setting up a home or small office network, here are some best practices you can follow to 
enhance the security of your computer and your network. 

General network security recommendations 

The following are general security guidelines for all home and small office networks: 

Keep your computer up to date 

To help keep the computers on your network safer, turn on automatic updating on each computer. 
Windows can automatically install important and recommended updates, or important updates 
only. Important updates provide significant benefits, such as improved security and reliability. 
Recommended updates can address non-critical problems and help enhance your computing 
experience. Optional updates are not downloaded or installed automatically. . 

Use a firewall 

A firewall can help prevent hackers or malicious software (such as worms) from gaining access to 
your computer through a network or the Internet. A firewall can also help stop your computer 
from sending malicious software to other computers. 

Run antivirus software on each computer 

Firewalls help keep out worms and hackers, but they're not designed to protect against viruses; so 
you should install and use antivirus software. Viruses can come from attachments in e-mail 
messages, files on CDs or DVDs, or files downloaded from the Internet. Make sure that the 
antivirus software is up to date and set to scan your computer regularly. 

Use a router to share an Internet connection 

Consider using a router (also called a residential gateway device) to share an Internet connection. 
These devices usually have built-in firewalls and other features that can help keep your network 
better protected against hackers. 
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Don't stay logged on as an administrator 

When you are using programs that require Internet access, such as a web browser or an e-mail 
program, we recommend that you log on as a standard user rather than an administrator. That's 
because many viruses and worms can't be stored and run on your computer unless you're logged 
on as an administrator. 

Wireless network security recommendations 

If you have a wireless network, there are some additional security precautions that you should 
take. 

Use a network security key 

If you have a wireless network, you should set up a network security key, which turns on 
encryption. With encryption, people can't connect to your network without the security key. Also, 
any information that is sent across your network is encrypted so that only computers that have the 
key to decrypt the information can read it. This can help avert attempts to access your network and 
files without your permission. Common wireless network encryption methods are Wi-Fi Protected 
Access (WPA) and WPA2.  

Change the default administrator name and password on your router or 
access point  

If you have a router or access point, you probably used a default name and password to set up the 
equipment. Most manufacturers use the same default name and password for all of their 
equipment, which someone could use to access your router or access point without you knowing 
it. To avoid that risk, change the default administrator user name and password for your router. 
Check the information that came with your device for instructions about how to change the name 
and password. 

Change the default SSID 

Routers and access points use a wireless network name known as a service set identifier (SSID). 
Most manufacturers use the same SSID for all of their routers and access points. We recommend 
that you change the default SSID to keep your wireless network from overlapping with other 
wireless networks that might be using the default SSID. It makes it easier for you to identify 
which wireless network is yours, if there is more than one nearby, because the SSID is typically 
shown in the list of available networks. Check the information that came with your device for 
instructions about how to change the default SSID. 

Position your router or access point carefully 

Wireless signals can transmit a few hundred feet, so the signal from your network could be 
broadcast outside of your home. You can help limit the area that your wireless signal reaches by 
positioning your router or access point close to the center of your home rather than near an outside 
wall or window. 
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Consider using password protected sharing 

With password protected sharing enabled, people using other computers on your network can't 
access your shared folders, including the Public folder, without a user name or password that 
corresponds to a user account on your computer. (So if you use password protected sharing, you 
should have matching user accounts on all your computers.) 
To turn on password protected sharing, follow these steps: 
 

1. Open Network and Sharing Center by clicking the Start button, clicking Control Panel, 
clicking Network and Internet, and then clicking Network and Sharing Center. 

2. Under Sharing and Discovery, click the arrow button next to Password protected sharing 
to expand the section. 

3. Click Turn on password protected sharing, and then click Apply. 
4. If you are prompted for an administrator password or confirmation, type the password or 

provide confirmation. 
 
Note:  Having password protected sharing disabled is equivalent to the simple file sharing used in 
Windows XP or earlier Windows versions. 
 

Consider using wireless encryption 

Traffic flowing over wireless networks is monitor-able in much the same way as FM or AM radio 
broadcasts are monitor-able by anyone possessing a radio.  Because gathering sensitive 
information transmitted across a wireless network is trivial in complexity, data must be encrypted 
to ensure confidentiality. 
 
Most wireless networking equipment provides integrated encryption capability through the 
implementation of Wired Equivalent Privacy (WEP).  WEP has been demonstrated to have 
significant security flaws, which render it only minimally effective as a privacy mechanism.  
Although only minimally effective, the cost of implementation is small and should be enabled and 
required on all wireless networking equipment.   
 
(Demonstrated security flaws make 128 bit WEP no more effective than 64 bit WEP) 
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