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Terms and Definitions 
 
 
Bandwidth An expression of the amount of information that can be transmitted within 

a given period of time. 

Clear text A message stream that is readable in its native form. 

Data remnants A condition whereby a computing device continues to store an 
informational element after the elimination facilities provided by the 
computing device have been executed on that element. 

Data sanitization A technical procedure that ensures complete and irretrievable elimination 
of the contents of electronic media. 

Data security  A strategy or action that intends to protect electronic informational assets. 

Denial-of-service An attack which when executed intends to deprive legitimate users from 
the services provided by the device being attacked. 

Digital signature A mathematical calculation that uses the sender’s private key as an operator 
on the message text to produce a message digest (the signature).  The 
recipient of the message can then use the sender’s public key as an operator 
on the message digest to verify that the key used to create the message 
digest was in fact the sender’s private key, and that the message has not 
been altered since it was signed. 

DHCP Dynamic Host Configuration Protocol.   
A TCP/IP service protocol that offers dynamic leased configuration of host 
IP addresses and distributes other configuration parameters to eligible 
network clients. DHCP provides safe, reliable, and simple TCP/IP network 
configuration, prevents address conflicts, and helps conserve the use of 
client IP addresses on the network.  
DHCP uses a client/server model where the DHCP server maintains 
centralized management of IP addresses that are used on the network. 
DHCP-supporting clients can then request and obtain lease of an IP address 
from a DHCP server as part of their network boot process. 
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E-mail Bomb A denial-of-service attack which attempts to overload an e-mail system’s 
ability to process e-mail by rapidly sending large numbers of messages to 
the server.  

E-mail Loop A condition where an e-mail is forwarded by an automated program to 
another machine, which in turn sends the message back, creating an endless 
circular route which if left unchecked will eventually consume all of the 
storage resources of the machines. 

Encryption key An operator which when mathematically applied to a given data stream 
results in unintelligible cipher text which can only be reversed by using the 
same key (in the case of symmetrical encryption) or a mathematically 
related key (in the case of asymmetrical encryption). 

Encryption standard  A statement defining acceptable methods for applying mathematical 
cryptography for the purpose of maintaining information confidentiality. 

Extranet  An arrangement between business partners whereby the networks of the 
partners are technologically conjoined, often by means of encryption over 
the public internet, for the purpose of facilitating the sharing of 
information. 

FTP File Transfer Protocol.  Used frequently for uploading files to Internet 
servers or between networks. 

Hacker tools Software applications that reduce the required level of expertise required, 
exploiting a given vulnerability by automating the exploitation process. 

HTML HyperText Markup Language.  The basic form of Internet programming for 
Internet pages (websites).  See also ActiveX, Java, XML, etc. 

HTTP HypterText Transfer Protocol.  The communication protocol of the 
Internet; it is also used on local programs, network communications and 
other utilities. 

InterNIC whois 
database 

A searchable list associating domain names to their respective owners, and 
including domain owner contact information 
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Intrusion detection A process whereby actions which are contrary to the company security 
policy are detected, mitigated and ultimately eliminated 

Intrusion detection 
devices 

Hardware or software that automatically and continuously monitors 
predefined measurable network characteristics and can provide alerts when 
given measurement thresholds, which may be indicative of a security 
incident in-progress, are exceeded. 

Malicious programs Software applications developed for the purpose of harming, disrupting, or 
subverting the normal and appropriate uses of computing devices. 

NetBIOS Network Basic Input/Output System.  An application programming 
interface (API) that can be used by programs on a local area network 
(LAN). NetBIOS provides programs with a uniform set of commands for 
requesting the lower-level services required to manage names, conduct 
sessions, and send datagrams between nodes on a network. 

Network folders  A data storage facility provided by a file server that is typically accessible 
by many individuals and can be used to share collaborative information. 

Network mapping The process of iteratively querying individual computing devices with the 
purpose of constructing an representation of the devices and their 
relationship and location to one another, and is usually a precursor to 
attack. 

Non-solicited incoming 
communication 

A data transmission that is destined for a computing device that that 
computing device did not request. 

Password strength A relative measure of the difficulty required to guess a password. 

Patch  Software code which when applied has the effect of correcting software 
deficiencies or flaws. 

Public communications 
network 

A data transmission media that relies upon the use of equipment and 
infrastructure that exists outside the control of the company. Often referred 
to as the “internet”. 
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Public folder A data storage facility provided by a mail server which is typically 
accessible by many individuals and is usually used for collaborative 
purposes 

Remnant files Electronic information that remains present on electronic media after the 
application that produced the information has been removed.  Remnant 
files provide clues which may help investigators to further understand the 
nature, method or actions under investigation 

Secured channel See also: Encrypted channel 

Security breach An incident whereby a vulnerability is successfully exploited, resulting in 
penetration of a perimeter barrier. 

Signal leakage A condition whereby the signal transmitted by a radio frequency (RF) 
emitting device travels beyond the desired coverage area. 

System protections Any action taken to reduce the risk that the vulnerabilities of a given 
computing device could be exploited. 

TCP/IP Transmission Control Protocol/Internet Protocol (TCP/IP) is the most 
popular network protocol, and the basis for the Internet. Its routing 
capabilities provide maximum flexibility in an enterprise-wide network. In 
Windows XP TCP/IP is automatically installed. 
On a TCP/IP network, you must provide IP addresses to clients. Clients 
may also require a naming service or a method for name resolution. This 
section explains IP addressing and name resolution for Network 
Connections on TCP/IP networks. It also describes the FTP and Telnet 
tools that are provided by TCP/IP. 

Trojan horse software Computer application that portends to provide a desirable service, but 
which instead of or in addition to the desirable service, performs unwanted 
and malicious actions. 

Virus A program fragment that infects program files, having the effect of 
damaging data, degrading system performance or potentially rendering a 
system unusable.  Viruses spread by replicating a copy of itself, or in the 
case of polymorphic virus, a slightly changed copy, into other program 
files. 
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Wired Equivalency 
Protocol (WEP) 

An encryption scheme provided by wireless data equipment which intends 
to protect the confidentiality of the data payload, but for which numerous 
flaws have been discovered rendering the scheme only minimally effective. 

WPA-PSK Wi-Fi Protected Access – Pre-Shared Key.  Wi-Fi Protected Access (WPA 
and WPA2) is a class of systems to secure wireless (Wi-Fi) computer 
networks. It was created in response to several serious weaknesses 
researchers had found in the previous system, Wired Equivalent Privacy 
(WEP). 

Worm A program that, unlike a virus, exists independently from other files, 
reproducing by copying itself from one system to another, usually over a 
network. Like a virus, a worm may damage data, degrade system 
performance or render a system unusable. 
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